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DISCLAIMER

This presentation may not be modified or redistributed In
whole or In part without the permission from the Arizona
Department of Education — Office of Digital Teaching and
Learning. This presentation Is provided for informational
purposes only. Nothing in this presentation constitutes
official policy or guidance from the Arizona Department of

Education.
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Q: How many tribes are in Arizona?

Hualapai Tribe

: E1
A: There are 22 federally recognized Tribes in Arizona. Most of i I:.'.'J:‘f"«%
these tribes have a Tribal Education Department (TED), a Tribal = ;;n
Education Director, or someone from their Tribal leadership

assigned to education if the Tribe is smaller. Some tribes solely

contain schools operated by the Bureau of Indian Education.

Q: What is the smallest and largest tribe?

A: Smallest is Tonto Apache Tribe and the largest is the Navajo
Nation.

(Tohono 0'Odham Nation)

Cocopah Indian Tribe

Information https://www.azed.gov/oie/native-american-heritage-month
% lechnology



https://www.federalregister.gov/documents/2020/01/30/2020-01707/indian-entities-recognized-by-and-eligible-to-receive-services-from-the-united-states-bureau-of
https://www.bia.gov/education
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Arizona Cyber
Joint Task Force (DCO-E)

Vision:

The Cyber Joint Task Force will be the trusted cyber resource for enhancement of cyber security posture
and enabling critical resource retention in the state of Arizona.

CJTF Mission:

The AZ-CJTF will achieve its vision by:

l. Providing a force capable of reducing vulnerabilities in state and local agency networks by providing
on-going assistance with penetration testing, vulnerability assessments, post-attack cyber incident
response

Il Creating partnerships with state, local agencies, academia, and scientific institutions;
developing long-term trust relationships between DEMA and other agencies

M. Enhancing state-level defensive strategy by participating and hosting training exercises

IV.  Providing highly-technical, low-cost counseling capabilities to assist agencies desiring to
improve cyber security posture and understand the cyber domain

V. Developing standards and tools to aid partners in investing in human capital to ensure a
baseline cyber defense approach for agencies within the state

VI.  Coordinating with Arizona and National entities to continue to grow team to meet expanding
demand of cyber defense operations
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Questions?
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Resources

Student Privacy Policy Office (SPPO)
Website: https://studentprivacy.ed.qgov/

Online Training Modules

- FERPA 101 & 102
Guidance Videos

« Email and Student Privacy

« Communicating w/ Parents about Data Use
and Security

Resource Documents
« Data Security & Data Breach Checklists
 Incident Response Exercise Training Kits

Recorded Webinars
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Data Breach Resource
Data Breach Response Checklist

« https://studentprivacy.ed.gov/resources/data-
breach-response-checklist

Data Security & Data Breach Checklist

« https://studentprivacy.ed.gov/Security

Data Breach Response Training Kit

« https://studentprivacy.ed.gov/resources/da
ta-breach-response-training-kit

Data Security: K-12 and Higher Education
- https://studentprivacy.ed.gov/Security

Office of Educational Technology

- https://tech.ed.gov/cyberhelp/
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https://studentprivacy.ed.gov/resources/data-breach-response-checklist
https://studentprivacy.ed.gov/resources/data-breach-response-checklist
https://studentprivacy.ed.gov/Security
https://studentprivacy.ed.gov/resources/data-breach-response-training-kit
https://studentprivacy.ed.gov/resources/data-breach-response-training-kit
https://studentprivacy.ed.gov/Security
https://tech.ed.gov/cyberhelp/

CISA
Cyber Resource Hub

» https://www.cisa.gov/cyber-resource-hub

Secure Video Conference

» https://www.cisa.gov/publication/secure-video-

conferencing-schools

Cyber Essentials

» https://www.cisa.gov/cyber-essentials

Office of Digital
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AZ CITF
Cyber Joint Task Force

« https://[dema.az.gov/joint-task-force-
arizonal/cyber-joint-task-force

Vulnerability Assessment

« https://[dema.az.gov/request-cyber-services
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https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/cyber-essentials
https://dema.az.gov/joint-task-force-arizona/cyber-joint-task-force
https://dema.az.gov/joint-task-force-arizona/cyber-joint-task-force
https://dema.az.gov/request-cyber-services

Community Action

« Tribal Technology Roundtables

. Technology Townhalls >Techno|ogyTownha||s ...........................
> Monthly, 2" Mondays

. Digital Office Hours . 7 L3pmMST
» K12 IT professionals

 Live Webinars » Digital Office Hours
» Thursdays each week

» Special guests, topics weekly
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VETERANS

HONORING ALL WHO SERVED
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“This one is for cybersecurity.”

DAY 5 AT THE RSA CONFERENCE |
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Thank youl

Shelby Brown
Tribal & Rural Community Coordinator
Shelby.Brown@AZED.gov
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