Tribal Technology Roundtable

Cybersecurity — it's more than a season, it's a lifestyle
October 13, 2022



Disclaimer

This presentation may not be modified or redistributed In
whole or In part without the permission from the Arizona
Department of Education — Office of Digital Teaching and
_earning. This presentation is provided for informational
purposes only. Nothing in this presentation constitutes
official policy or guidance from the Arizona Department of

Education.
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MISSION

We exist to ensure relevant learning
for all students to be successful in , et
a multicultural society. Learning

Operation Assessment

\ Exemplary

VISION
& Supportive Student
School Performance
. Environment
We will be an exemplary student-centered \ /
organization, reflecting the Dine’ values of life-long -
|eal‘n|ng . Parental

https://www.wrschool.net/




Questions?




Arizona Cyber
Joint Task Force
(DCO-E)

Vision:

The Cyber Joint Task Force will be the
trusted cyber resource for enhancement
of cyber security posture and enabling

critical resource retention in the state of
Arizona.




Resources




Resources

Student Privacy Policy Office (SPPO)

Website: https://studentprivacy.ed.gov/

Online Training Modules
FERPA 101

FERPA 201

Guidance Videos

Email and Student Privacy

Communicating with Parents about Data Use and

Security

Resource Documents
Data Security & Data Breach Checklists
Incident Response Exercise Training Kits

Recorded Webinars

Data Breach Resource
- Data Breach Response Checklist

« https://studentprivacy.ed.gov/resources/data-
breach-response-checklist

- Data Security & Data Breach Checklist
« https://studentprivacy.ed.gov/Security

- Data Breach Response Training Kit

« https://studentprivacy.ed.gov/resources/data-
breach-response-training-kit

Data Security: K-12 and Higher Education
https://studentprivacy.ed.gov/Security

Office of Educational Technology

https://tech.ed.gov/cyberhelp/



https://studentprivacy.ed.gov/
https://studentprivacy.ed.gov/resources/data-breach-response-checklist
https://studentprivacy.ed.gov/resources/data-breach-response-checklist
https://studentprivacy.ed.gov/Security
https://studentprivacy.ed.gov/resources/data-breach-response-training-kit
https://studentprivacy.ed.gov/resources/data-breach-response-training-kit
https://studentprivacy.ed.gov/Security
https://tech.ed.gov/cyberhelp/

Resources

CISA AZ CJTF
« Cyber Resource Hub - Cyber Joint Task Force
« https://www.cisa.gov/cyber-resource-hub « https://dema.az.gov/joint-task-force-

arizona/cyber-joint-task-force

« Secure Video Conference

« https://www.cisa.gov/publication/secure-video- * Vulnerability Assessment

conferencing-schools « https://dema.az.gov/request-cyber-services

- Cyber Essentials

« https://www.cisa.gov/cyber-essentials


https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://dema.az.gov/joint-task-force-arizona/cyber-joint-task-force
https://dema.az.gov/joint-task-force-arizona/cyber-joint-task-force
https://dema.az.gov/request-cyber-services
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RISkS DOWN to THese Two GRouPs.”

I'M WORKING
ON A NeW PLAN TO
STOP CYBERCRIME.

I WILL NOW LAUNCH A
RANSOMWARE ATTACK
ON THE SCHOOL.
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Thank You

Shelby Brown, Tribal & Rural Community Coordinator
Shelby.Brown@AZED.gov
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