Sample Test Name: Network Security

(These items were developed by teachers for the Technical Skills Assessment. Below is a
sample item for each program standard.)

Question 1 of 11

What is the LEAST effective method of solving a network problem?

A) Brainstorm possible tasks.
B) Complete tasks from easiest to most difficult.
C) Logically organize required tasks.

D) Make a list of required tasks.

Question 2 of 11

An antistatic wrist strip should NOT be used with which computer device?

A) Expansion slot/interface card
B) Router

C) CRT monitor

D) Hard drive

Question 3 of 11

What can a company do to maintain data integrity and security?

A) Assign each user his/her own IP address.
B) Require authentication at login.
C) Require a background check on all employees.

D) Test all employees for drugs.
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Question 4 of 11

Which type of software can be copied legally and distributed freely for use?

A) Closed source
B) Mac OSX
C) Microsoft Windows

D) Open source

Question 5 of 11

How many digits are used in the binary language?

A) 2
B) 10
C) 16
D) 56

Question 6 of 11

How many bits are in an IPv6 address?

A) 32
B) 64
C) 128
D) 256

Question 7 of 11

What network topology is MOST easily expanded?

A) Bus
B) Mesh
C) Ring
D) Star
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Question 8 of 11

Which protocol uses encryption to send data across the Internet?

A)
B)
C)
D)

FTP
SHTTP
HTTP
SMTP

Question 9 of 11

Which does NOT need to be configured for network access?

A)
B)
C)
D)

Host name
Subnet mask
Default gateway
IP address

Question 10 of 11

Where should a technician keep notes about reoccurring problems?

A)
B)
C)
D)

In an email
In an IT journal
In a text message

On a sticky note

Question 11 of 11

A user reports that his computer cannot access a network server. Which step would the
technician NOT use in troubleshooting the problem?

A)

B)
C)
D)

A user reports that his computer cannot access a network server. Which step would
the technician NOT use in troubleshooting the problem?

Delete his user account and create a new one with the same user identification.
Verify that the network link status light is on at both ends of the cable.

Use the PING utility to confirm connectivity to the network server.

Arizona Department of Education / Career and Technical Education
Network Security Sample Test 3/3



Network Security Sample Test Answer Key

Question [Answer
1. B
2. C
3. B
4. D
5. A
6. C
7. D
8. C
9. A
10. B
11. B
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