ADEConnect:

Entity Administrator
Training

@ ) & Working with ADEConnect

&
—

Entity Admin Portal
A Trizona

Department of Education




Agenda

e ADEConnect overview

e Entity Administrator Functions
— Adding a new user
— Adding users to programs within ADEConnect
— Adding other Entity Administrators

e Helpful decision-making tips

e Open Q & A
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What is ADEConnect?

e ADEConnect is a new identity management
system, enabling secure, single sign-on for
ADE Systems.

e Districts and Charters will use ADEConnect

to access A
Accountabi
Move On W

DE Systems such as Student
ity Information System (SAIS),

nen Reading, AZ - dashboards,

Grants Management
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Single Signh-On

e The concept of ADEConnect is that once a person
Is logged into a district or charter’s Student
Information System (SIS), he or she will be able to
seamlessly access an ADE system without having
to enter another password!

e Those who cannot yet pass through from their SIS
Into the ADE system can still get their work
completed. All you have to do is click the
ADEConnect button located on our website:
https://home.azed.gov/Portal/ and enter your sign
In credentials.
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https://home.azed.gov/Portal/

Who uses ADEConnect?

e Everyonel

— Anyone who accesses ADE Systems, which are most
employees of an educational institution in the state of
Arizona.

— Whether you enter the ADE system through your SIS
(Federated) or through signing in to the ADEConnect
portal, you are using ADEConnect to connect with the
information and tools you need.

e ADEConnect

- enables the district/charter/school administrative staff
to manage user accounts and access to ADE systems. The
“Entity Admins” have great power and great responsibility!
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ADEConnect

e Single Sign-on from your SIS (Federated)
e Access your ADE Systems from one location
e Manage ADE Systems access for your LEA

e Can access the Entity Admin Portal link from
the ADEConnect home page.
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Entity Admin Functions

e Add / Remove access to ADE Systems for the LEA /
School you manage

 Create new users to add to the LEA / School you
manage

 Delegate the Entity Admin role

e (Can access the ADEConnect Activity report to see the
users’ activity for the LEA / School you manage

e Can access the Entity Admin Activity report detailing
the users’ current ADE System access for the LEA /
School you manage




Welcome Lea

Change Password |Register For Password Reset
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Home Reports

[Hide Al

[-] Yuma Elementary District - 4499

= Grants Management
m Entity Administrator

[-] Yuma Union High School District - 4507

= Move On When Reading
m Entity Administrator

[-] Yuma High School - 6189
= Move On When Reading
[-] Yuma Head Start Center - 88060

m Entity Administrator
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Entity Administrator Home page
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Enter the email address of the person
you want to add to your LEA/School

Wekome Adminstator, LEA* | ©)

7\$ A ' enter the person’s email
r I z O n a address in the ‘Search for’ field
Department of Education and click the search icon
Home - I Searchfoe 1 Search within
LI. [ .ELU’T'E Huml"ISLraLC LCA jghn,dge@gmaimm E_, ;.:E;i
Ly br : & :‘:E: L:)
] > Approverequests ¥ See requests [ve made
Requests & Approvals .
;P ,.} B o prt ¢
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Unique email address filters search results
and brings up person you want to add

) A rizona

Department of Education
ADEConnect Users

Search within:

Home & Search for:
. john.doe@gmail.com g IAII Users|

Mew

Distribution Groups (DGs) Advanced Search ¥
My DGs [] Display Mame ~ Daormain Account Mame Job Title Office Location Office Phone E-mail
My DG Memberships || Uce John AZED EXT66684720 John.doe@gmail.com
Security Groups (5Gs)
My SGs

wsenensesno: 10 @0d the Entity and ADE Role relationships to the person,
click on the person’s name under the ‘Display Name’ field (do
not select the checkbox)

Authentication Warkflow
Registration

Management Policy Rules
Workflows

Sets

Requests & Approvals
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Click the Relationship tab to add your
LEA/School to the person

Doe, John = 7
General I Account Management | Relationships I Entity Adrinistration

ADE Person Type I v

First Name * Tk

Last Mame = e

Middle Mame

Office Phone

E-mail *
john.doe@gmail.com
Primary e-mail address for the user

ADE Stakeholder ID

* Requires input

Advanced View | [ OK |[ Cancel
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This Administrator can only add user to
LEA/School where she is Entity Administrator

Doe, John

-3 @
General | Account Management Relationships Entity Administration
Relationships
b
Display Name Description
[] Dee John: Yuma County Unorg School-El - 80810 Select the check box next to this entity and click edit to add or view roles

1 items total Page| 1 ofl 4 4 b ki
Entity this user should have a relationship created for

Clicking the Browse icon will only bring up
the Entities where Lea is the Entity Admin

Advanced View ! [ OK l I Cancel |
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Select the check box next to the
LEA/School you want to add to the person

General | Account Management | Relationships Entity Administration

Relationships

R

Edit
Display Name Description
[] ¥Yuma Elementary District - 4499 Select the check box next to this entity and click edit to add or view roles
[] ¥uma Head Start Center - BE060 Select the check box next to this entity and click edit to add or view roles
Yuma High School - 6189 I Select the check box next to this entity and click edit to add or view roles t
[] ¥uma Union High School District - 4507 Select the check box next to this entity and click edit to add or view roles 1
4 itemns total Page| 1 ofl 4 4 b Pkl
Entity this user should have a relationship created for 7 @l

Yuma High School - 6189

Click ‘OK’

Advanced View | i OK | [ Cancel |
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Review your selection and click ‘Submit’ to
complete assighment of LEA/School to the

person

Ceneral | Account Management

Reltionships | Entty A

Iministration

angle-Value Aftoute
ADE Pending Enty

Ol Value

(no el value

New Value

Yuma high School - 148

Aavanced View

¢ Back

ot

Cancel
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When you review the person’s Relationships, you
see Yuma High School - 6189 is now assigned

Doe, John

General | Account Management Relationships

Relationships

N

Display Mame
[ Doe John: ¥uma County Unorg Schoeol-El - 80810
IR ¥ura High School - 6189

Entity this user should hawve a relationship created for

Entity Administration

+3 @

Description

Select the check box next to this entity and click edit to add or view roles
Select the check box next to this entity and click edit to add or view roles

2 iterns total Page[ 1 ofl 4 4 b ki

Cd

L
=

Advanced View

DK | | Cancel |
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Assign the ADE Role/ADE System under the
LEA/School

Doe, John 3 @

General | Account Management Relationships Entity Administration

Relationships

*
Edit
Display Mame Description
[] Doe, John: Yuma County Unorg School-El - 80810 Select the check box next to this entity and click edit to add or view roles
uma High S5chool - 6189 Select the check box next to this entity and click edit to add or view roles

Place the checkmark in the check box.
Click on the highlighted Edit-1€of : «: v

Entity this user should have a relationship created f - =l

Advanced View | | oK | | Cancel |
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To add MOWR Roles, type ‘move’ in ‘ADE Roles
to Add’ field on Roles tab and click the checkbox

Yuma High School - 6189 +83 @
| Genera | | Attestation |
ADE Roles .

Display Mame
There is no result found.

=

5

iterns total Page[ 1 ofl 4 4 Bk ki
I ADE Roles To Add move & - |_Il
ADE Roles To Remowve ~ - u

Pending Role Approvals

[] Display Mame
There are no pending role approvals

Advance d View | | oK || cancel |

N A rizona
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The next screen will display all of the MOWR
roles available for assighment

Select ADE Role Place a |
e checkmark in
B 2 the box next
Click on a name to see more about that resource, tO aS th e
Display Name Resource Type a p pl ICa b | e
(& More On Wher Reading :School Approver ADE Role MOWR role
for the user.
Click ‘OK’ to
complete the
Selected Resources Gitemstotal Pagel 1ofl I4 4 b bl ADE Ro|e
Move On When Reading School Approver 3SS] gnmen t
Ok || Cance

N A rizona
Department of Education




Review your selection and click ‘Submit’ to
complete the assighment of the ADE Role

Yuma High School - 6189 el

Roles | General | Attestation

dingle-Value Attributes Old Value New Value
ADE Attestation Flag (no initial value) False
Multiple-Value Attnbutes Removed ltems Inserted ltems

ADE Roles To Add (no removed tem) Move On When Reading :School Approver

Advanced View < Back Submit Cancel
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To add the ADE Role of Entity Administrator,
the same process is performed

Yuma High School - 6189 +2 @
Roles | General l Attestation |
ADE Roles -~

Display Name
There is no result found.

ns total Page| 1 ofl {4 4 i ki

ADE Roles To Add Entity Adrnin 2] Y BE

ADE Roles
Pending Role Approvals

[[] Display Name

There are no pending role approvals

J_Advanced View ] I Cancel ]
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To add the ADE Role of Entity Administrator,
the same process is performed

Yuma High School - 6189 30

Roles | General | Attestation

Multiple-Value Attnbutes Removed tems Inserted tems
ADE Roles To Add (no removed ttem) Entity Admin;
Advanced View ¢ Back Submit Cancel
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A review of the person’s roles in the
Relationships, Role tab

Yuma High School - 6189 2 @
Roles | General i Attestation |

ADE Roles o
Display Mame

Entity Admin

Move On When Reading School Approver

2 itermns total Page| 1 ofl j4 4 k ki

ADE Roles To Add = s

ADE Roles To Remove a BF
Pending Role Approvals

[l pisplay HName

There are no pending role approvals

b
Advanced View ] l Ok ] I Cancel ]
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When person updated or created as “new” signs
in to ADEConnect, their Relationships appear

Welcome John

Change Password |Register For Password Reset

)’ A rizona

Department of Education

Applications Reports

All Programs:

| Simply click on the

Yuma High School - 6189 )
ADE System link to

= Entity Administrator .
= Move On When Reading gain _ElCC_ESS to the
Yuma County Unorg School-El - 80810 application

= ADE Reporting (Fed app1)
m AZ3ds (Fed app 2)
= Grants Management
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Creating A New
ADEConnect User to assign
to your LEA / School




Entity Admins can only create
External users

Welcome Administrator, LEA * | ﬂ

YArizona

Department of Education

Home o Search for. Search within:
Welcome, Administrator. LEA 0 [
Click the ‘Users’ link
My Profie \ Requests [§ About Forefront Identity Manager
I » Approve requests + See requests ['ve made
Requests & Approvals o |
='1'H§" B B See requests you've made, or approve requests that others have
Manage My Requests made o you.
Approve Requests
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Click ‘New’

Welcome Administrator, LEA * | ﬂ

Arizona

Department of Education

e Users
thast X Search for Search within:
My Profile : .IL‘ . : 2 W
' ' Advanced Search ¥
Requests & Approvals D Display Name Domain Account Name Job Title Office Location Office Phone E-mail
Manage My Requests
Approve Requests

XA rizona
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Enter required fields: ‘ADE Person Type’= EXTERNAL,
‘First Name’, ‘Last Name’ and ‘E-mail’ address

Create User -
ADE Person Type ™ |E:=(TEF{NAL
First Mame * Jane
Last Mame = Doe

Middle Mame

Office Phone

xxxxxxxxxxxx

These fields should only be populated for EXTERNAL users

E-mail
Required for all EXTERMAL users

Jane.Croe@test.com

ADE Stakeholder ID
Optional for EXTERMAL users

* Requires input &

[ MNex= || Finish || Cancel |
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After review,
‘Submit’

if no changes are needed, click

Create User +3 €
Attribute Value
ADE Person Type EXTERMAL
E-rail jane.doe@test.com
First Mame Jane
Last Mame Doe
Resource Type User
= Back | | Submit | | Cancel |
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After successfully submitting user information,
you will be directed to Users screen

0/\0 A ' Search for the new user by entering the
éx 1 &9 M ' d unique emall address In the ‘Search for
A Department of Education field’ and click the search icon

Home USE‘IS
: Search for: Search within:
Users . _
’ Janedoe@test.com B | Al Users v
Wy fune New  Defals  Delete meVanced Search ¥
[ Display Name Domain Account Name Job Title Office Location Office Phone E-mall

\ Find the users you want using the
\ / Searchabove,

/4
Or click New to create & new user,

WA rizona
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Click the Display Name to bring up the
Relationships tab

(X Arizona

Department of Education
ADEComec Users
" & | Search for, Search within

. pedocltetaom B [Mlses v
lsers New Do Do Advanced Search ¥
My Profile _l Dislay Name & Domam ~ Account Name lobTtle  Office Location ffice Phone E-mal
| Doe Jane AZED EXTA5823840 Jane Doe@test com

Requests & Approvals —
hanage My Requests
Approve Requests
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Click the Relationships tab to add Entity

Doe, Jane 3 @

General Account Management Relationships Entity Administration

ADE Person Type —

First Mame *

Jane

Last Mame *

Doe

Middle Mame

Office Phone

- 1 ®
E-mail Jane.Doe@test.com

Prirnary e-mail address for the user

ADE Stakeholder ID

XA rizona
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In the Relationships tab, click the
‘Browse’ icon

Doe, Jane +E @

General | Account Management Entity Administration

Relationships

_ Display Mame Description

This user has no defined relaticnships

0 items total Page| 1 ofl 4 4 B ki
Entity this user should have a relationship created for - [ =il ]

o m—

‘Browse’ will display the Entities where you
are the Entity Admin....

oK | | Cancel |

XA rizona—
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Select your managed Entity you wish to
assign to person (assighed one at a time)

Doef J al E Forefront Identity Manager -- Webpage Dialog

General | 1 Salect ADE Entity

RelationsH Search for
chandler =

LY Click on a name to see more about that resource,
Chandler Preparatory Academy - 588299

Chandler Public Library - 8624

Chandler Scheolastic Academy - 7TE863

Chandler Teen Adwventure Camp - 91130

Chandler Traditional Academy - Goodman - 5119
Chandler Traditional Academy - Independence - 88404
Chandler Traditional Academy - Liberty Campus - 80102
Chandler Traditicnal Academy-Freedom - 85837
Chandler Traditional Academy-Humphrey - 5122
Chandler Unified District F30 - 4242 :I

[1 Chandler/Gilbert Community College - 7280

[[1 Chandler/Gilbert Familhy ¥YMCA Preschool - 20860

[1] CHAMDLER-ERIE HEAD START - 89714 "

CHAMDLER-HAMILTCHN HEAD START - 7438
Entries selected 26 items total F'age| 1 ofl Q4 4 b i

Chandler Unified District S50 - 4242 I

L g

| CHEC | | Cancel |

™
Drisplay Mar
This user hi

ODOO4ddoooC

Entity this 4

[
¢
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Click ‘OK’ to continue the assignment of
the LEA / School

Doe, Jane +& @

General | Account Management Relationships Entity Administration

Relationships

LY

Display Mame Description

This user has no defined relationships

0 iterns total Page| 1 ofl f[4 4 k kI

Entity this user should have a relationship created for

Liin
=

Chandler Unified District #80 - 4242| ~

¥

| | Cancel |
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Click ‘Submit on the Summary screen

Doe, Jane 7

General | Account Management | Relationships | Entity Administration
Single-Value Attributes Old Value MNew Value
ADE Pending Entity (no inttial value) Chandler Unified District #80 - 4242

< Back

‘ Submit Cancel
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Go back to the Relationship tab and
add the Entity Admin role

Doe, Jane 3 @

General Account Management Relationships Entity Administration

Relationships

Display Mame Description
Chandler Unified District #80 - 4242 Select the check box next to this entity and click edit to add or view roles

Place the checkmark in the check
box. Click on the highlighted Edit
Icon

litemstotal Page[ 1 ofl [4 4 b pl
Entity this user should have a relationship created for re El
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Type Entity Admin in the ‘ADE Roles to
ADD’ field

Roles General Atftestation

ADE Roles

Display Mame

There 1s no result found.

0 items total Page 1
EADE Roles To Add Entity Admin : — " =¥ :I

ADE Roles To Remove

Or select the ‘BrowseF fton to
Pending Role Approvals bring up all of the available

[ Display Mame

nlr\r\

D
MNUICTO

There are no pending role approvals

OK | | Cancel
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Adding Entity Admin role

Chandler Unified Dhstrict #80 - 4242 *j 0

Roles | General | Attestation

Multiple-Value Attributes Removed items Inserted ltems

ADE Roles To Add (no removed item) Entity Admin;

Advanced View ¢ Back

w@i Cancel
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Adding an ADE System to the user

Chandler Unified District #80 - 4242 +3

| Foles I| General | Attestation |

ADE Roles
Display Name
Entity Admin

Type ‘Move’ in the ‘ADE Roles to Add’ field

1 items total Page[ 1 ofl Q4 4 b ki

move '-'j - |_§_IJ_-_|

You can click the ‘Browser’icon to
Pending Role Approvals bring up all of the available ADE
D Display Name Systems

I: ADE Roles To Add

ADE Roles To Remowe

I OK ] | Cancel |

XA rizona

Department of Education




Select the Role(s) to assign to the
person

Select ADE Role

Search for:
move L2
Click on a name to see more about that resource.
Display Name Resource Type
™ Move On When Reading :LEA Approver ADE Role
Selected Resources | 6 items total Page 1 of1 Q{4 > i

ove On When Reading :LEA Approver

OK ‘ Cancel
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Adding a school

7 F = L= -
Doe, Jane .
- _ — ——  Select ADE Entity
General ‘ Account Management Relationships Entity Admir
Search for:
Relationships chandler 2
Click on a name to see more about that resource,
Display Name Description
[] Chandler Boys & Girls Club - 80351
Display Name Description [ Chandler Christian Scheol - 89963
[] Chandler Unified District 80 - 4242 Select the check box | [] Chandler Christian School - 83930

[] Chandler Family ¥MCA - 91434
[] Chandler -FPC, I & I HE - 8389
[] Chandler High School - 5127
[] CHAMNDLER HS N CAMPUS HEADSTART - 7440
[] CHAMNDLER HS NORTH HEADSTART - 7437
[] CHANDLERII-FPC HEAD START - 7441
Entity this user should have a relationship created for chandler [] Chandler Kids Incorporated Leaning Centers, Inc. - 9546
[] Chandler Online Acaderny - 31282
[] Chandler Preparatory Academy - 88299

‘Chandler’ is typed in the field and cie pusic Ly - s621

the ‘va“date & RGSO'VG” green E Chandler 5cholastic Academy - 78863 L

check mark Is clicked to filter the = Zpemeiotal Pogel 1 of1 AV

results to Entities beginning with
““Chandler.’ | ok || Ccancel
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Adding a school

Place the
check mark
next to the
school, click
‘OK’

Select ADE Entity

Display Mame

Chandler Boys & Girls Club - 80351

Chandler Christian 5chool - 83963

Chandler Christian School - 83990

Chandler Family YMCA - 91434

Chandler -FPC, 1 & I HBE - 8883

Chandler High School - 5127 :I
CHAMDLER HS M CAMPUS HEADSTART - 7440
CHAMDLER HS MORTH HEADSTART - 7437
CHAMDLER II-FPC HEAD START - 7441

OO0oo00OoORoooOoan

Chandler Kids Incorporated Leaning Centers, Inc. - 9546
Chandler Online Academy - 91282

Chandler Preparatory Academy - 88299

Chandler Public Library - 8624

[] Chandler Scholastic Academy - 78863

Entries selected
Chandler High School - 5127

Search for:
chandler po
Click on a name to see more about that resource.
Description
~
W

26 iternstotal  Page| 1 ofl (4 4 b ki

| 0K | | Cancel
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Adding a school

Doe, Jane +H @
General | Account Management Relaticnships Entity Administration
Relationships
Display Mame Description
[] Chandler Unified District #80 - 4242 Select the check box next to this entity and click edit to add or view roles

1 items total Page| 1 ofl Q4 4 bk Pkl

Entity this user should have a relationship created for Chandler High School - 5127 v =l
| oK | Cancel
Doe, Jane +3
General | Account Management Relaticnships Entity Adrministration |
Single-Value Attributes Old Value Mew Value
ADE Pending Entity (ne initial valug) Chandler High School - 5127
< Back ||] Submit || Cancel
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Now add the Role / ADE System to the
school

Doe, Jane 3 @

General Account Management Relationships Entity Administration

Relationships

(’_F\.
=

Edit

Display Mame Description
Chandler High 5chool - 5127 Select the check box next to this entity and click edit to add or view roles

[ ] Chandler Unified District 280 - 4242 Select the check box next to this entity and click edit to add or view roles

2itemstotal Page[ 1 ofl [4 4 b bl
Entity this user should have a relationship created for -

]

QK | | Cancel |

XA rizona
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Adding Entity Admin & Grants Management

Select ADE Role

[] Assessment Systerm:Editor ADE Role ~
[ Asseszment Systerm:Instructor ADE Role

[l Assessment Systerm:Participant ADE Role

[1 aF3ds (Fed app 2kAdministrator ADE Role

[ AaF3ds (Fed app 2):Evaluates ADE Role

[0 AaZ3ds (Fed app 2)2:Principal ADE Role

[ AZ3ds (Fed app 2):Superintendant ADE Role

[1 a&aZ3ds (Fed app 2k Teacher ADE Fole

Entity Admin ADE Role

Grants Management: Grantsfccess ADE Role j

[] Mlaster Educator ADE Role

[l Observation Systermn (Fed applAdministrator ADE Role

[] Observation System (Fed app):Coach ADE Role

] ©Observation System (Fed app):District ADE Role

[] Observation Systermn (Fed app)Evaluatee ADE Role

[] Observation System (Fed app):Evaluator ADE Role e
Sgected Resources 23 iterns total Page| 1 of2 Q4 4 b ki

Entity Admin:Grants Management: Grantsfccess
<
| oK | | Cancel |

WA rizona

Department of Education




‘Submit’ will add Roles to the person

Chandler High School - 5127

Roles General Attestation

Single-Value Attributes Old Value New Value
ADE Attestation Flag (no initial valug) False
Multiple-Value Attributes Removed ltems Inserted ltems

‘ ADE Roles To Add

(no removed item)

Entity Admin; Grants Management:GrantsAccess; \

< Back

Submit

Cancel
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ADEConnect Home page for Jane with new
Entity Admin & MOWR assigned

> A rizona

Department of Education

Applications Reports

Chandler High School - 5127 Administrator Contact
= Entity Administrator
= Grants Management

Chandler Unified District #80 - 4242

= Entity Administrator
= Move On When Reading

Welcome Jane Il

Change Password |Register For Password Reset
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I’'m an Entity Administrator...now what?

e Decisions to be made on the management of
assigning roles within your LEA

— Who assigns permissions inside SIS when new users
come onboard?

— Who currently removes permissions inside SIS when
users off board?

— Who assigns additional permissions when a person’s
role changes?

— Who currently grants permissions for all Common
Logon applications

WA rizona

Department of Education




I’'m an Entity Administrator...now what?

e Communicating with departments at LEA

— Who would communicate new programs
available inside ADEConnect to LEA
staff/administration/etc.?

— Who would communicate these changes to
schools within the LEA?

— How would this communication be
disseminated to the right people?
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Suggestions on Entity Administrators
configuration based on LEA size

e Small LEA (1 - 5 schools)
— 1 LEA district level Entity Administrator
— 1 LEA back-up district level Entity Administrator
— 1 Entity Admin at each school

e Medium LEA (6 - 20 schools)

— 1 LEA district level Entity Administrator

— 1 LEA back-up district level Entity Administrator

— 1 Entity Admin at each school

— Groupings of Entity Administrators

* Groupings by school type (elementary, middle school, high school)

e Large (21+ schools)

— 1 LEA district level Entity Administrator

— 1 LEA back-up district level Entity Administrator

— 1 Entity Administrator at each school
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Suggestions on Entity Administrators
configuration based on program area

* Principals
* Directors of program areas
e |T Team

Adding Entity Admins and/or user to ADEConnect
e |ndividually
 Bulk load
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Support & Questions

& . ADE Support Center
ADESUPPORT@AZED.GOV
Local: 602-542-7378

Toll free: 1-866-577-9636
‘ Hours of Operation: M-F, 6:00AM - 6:00PM
ATrizona

Department of Education
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