Submitting the Student
Attendance Report Securely

» Grantees/Subgrantees need to submit the Student Attendance Report via a secure method
to protect student information to follow FERPA.

> ADE has set up a Secure File Transfer Protocol server for 21% CCLC sites to upload their
Student Attendance Reports.

> First, each site will need to have special software on their computer in order to upload the
file into the server in a secure way. If you do not have a File Transfer Protocol (FTP)
Client already installed on your computer, the below guidance will give directions on
how to download one client, although there are many others. The client shown is free and
easy to use.

o If you have already have a FTP client, please upload the Student Attendance
Report using the following information:
= Host name: sftp.azed.gov
= Username: ADE_R&E
=  Password: TYegw2A6



WinSCP

e One option is WInSCP. It can be found at: http://winscp.net/.
e From this page, select “Go to Download Page.”
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WinSCP

Free SFTP, SCP and FTP dient for Windows

WinSCP News

WinSCP 5.5.3 released
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»  Fix for CVE-2014-0160 OpenSSL vulnerabilib
+ Improvements for running under 1
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e On this page, you can start the downloading process by opening the “Installation

package.”
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http://winscp.net/

e You will be taken to a page that says your download is in progress. The file should
appear in the bottom pane of your screen.
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e A screen will open, asking you if you want to run this program. This is standard, select
“Run.”

talls both WinSCP executables and optionally any of the complete -
» download and install it separately.

ads\winscp553setup.exe

While files from the Intemet can be useful, this file type can
potentially ham your computer. Only run software from publishers

Follow the set up screens, as shown.

Select the language to use during the

installation:

Enghsh
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B, Setup - WinSCP m ")

Welcome to the WinSCP Setup
Wizard
This will install WinSCP 5.5.3 on your computer.

Itis recommended that you dose all other applcations before
continuing.,
Click Next to continue, or Cancel to exit Setup.

—
®, Setup - WinSCP

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

You can also review this license and further details online at:

A. GNU General Public License

B. License of WinSCP Icon Set

C. Privacy Policy

D. Licenses and Distribution Terms of WinSCP Installation Package

A. GNU GENERAL PUBLIC LICENSE

<O 1 accept the agreement >

() 1 do not accept the agreement
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What type of setup do you want?

ypical installation (recommended)
- installs to default destination
:'nstalsl I a"'mm%::;: transiations Unless you are already
familiar with the program,
() Custom installation we suggest “typical
- allows full selection of destination, componenty installation.”

Please, select your preferred user interface options.

User interface style

) Commander ;'"0 PU;dS (left for
= le:cyboardw’ shortotl Again, unless you are fa-rmlfar w.nth the
similar programs as T program or programs like it, WinSCP

Commander...) creators suggest the “Explorer” option.
ol
- onfy remote

- keyboard shortcuts
- drag & drop

e )




®. Setup - WinSCP

Ready to Install
Setup is now ready to begin installing WinSCP on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destnation location:
C:\Program Files (x86)\WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (SSH authentication agent)
PuTTYgen (key generator)
Translations

English

e Once the client installs, a screen like the one below will open. If you wish to start the
client right away, keep the box select, as shown.

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Launch WinSCP
Dpen Getting started page

Please consider donating to support WinSCP development.
Donate &9

il
Donate £19 Emfﬁ
Donate £29
R I v 3 39 e

About donations




e  WinSCP will open on your computer. The screen should look like below:

Catherine;

B WinSCP Login

e
T ——————
B RN ..

G New Site

Session
File protocol:
SFTP

Host name: Port number:

L]
225

User name:

[ Blan |7 |
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e From here, you can upload your Student Attendance Report.

Username and Password

e To upload for 21 CCLC, you will need the following information
o Host name: sftp.azed.gov
o Username: ADE_R&E
o Password: TYegw2A6

e Enter the information into the client.
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Host name: sftp.azed.gov
User name: ADE_RE&E

Password: TYeow 2ZAB

e

As the server is connecting, the following screens may appear:

Searching for host...
Connecting to host...
Authenticating...

Using username "ADE_R&E"

B ADE R&E@sfpazedgov

Authenticating with pre-entered password.




e Ifthis screen appears, select “Yes” to continue .

. ™
Warning

ﬁ Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache. You have no guarantee
that the server is the computer you think it is.

The server's rsal key fingerprint is:
ssh-rsa 1024 ¢9:94:d6:12:81:bd:2c:11:02: b fa:22:17: 7% ea:dd

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo, To abandon the connection press Cancel,

o) [t ) [ Canee ] (onyky ] [_en ]

e Once the client it open, it should look similar to this:
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- - |@ m z |m Find Files | @ Download [ | A Edit B 3¢ [ Properties |ﬂ |E| 57 @ |% @Synchmnize
Eﬁ' =1 @ Queue ' - Transfer Settings Default o g .
[ ADE_R&E@sftp.azed.gov # NEWSﬁSinnl
-, f<root>
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From here, you can drag your Student Attendance File into the “R&E” folder on WinSCP
to upload it.

| Hée Commands Mark Session View Help

| Address ), /files/REE

(g - R ED Q| [ FindFiles | (3§ Downlosd (g | [F Ese ) X uPropetis /S RS SR
@ - 3 Queve - [5] | Transfer Settings Oefaut - -

(G ADE R&E@sftp.azed gov G New Session |
a- ), / <root>

Find your Student Attendance Report and drag the
file into the above folder labeled “R&E.”
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o A screen will appear, asking if you are sure about where you want to upload the file. If
the directory is R&E, click OK.

= =

ﬁ' Mew Session

Upload

Upload file ‘durmmy student attendance form TEST. x5’ to remote directory:

Transfer settings
Transfer type: Binary

Transfer on background (add to transfer queue)

[ Transfer settings. .. I?]

Do not show this dialog box again

e Your file should appear in the folder on your screen.
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e You are no longer able to open this file. You can change the name of the file, if you
like, by clicking once on the file and entering a new name into the text box at the bottom
of the file, but it is now secure and no longer available for access.

Cannct open remote file '/files/RE&E/dummy student attendance form
TESTxds'.

If you try to open the file, this text will appear. Click
the X in the top right corner of the bax to close this
error message.

Permission denied.
Error code: 3
Error message from server: Permission denied.

| Rety || Skip || Skipall || Help

o Additional help and information is available at: http://winscp.net/eng/docs/quide_upload



http://winscp.net/eng/docs/guide_upload

